NHOOPMALIMNOHHASA MTAMSATKA
JJIA OBYYAIOIUXCA AJIA PASMEIEHU A
HA OOPUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXJbpIM TOJIOM MOJIOAEKHU B MHTEPHETE CTAHOBHUTHCS OOJIBINIE, a IIKOJBHUKU OJHU U3
CaMbIX aKTUBHBIX ITOJb30BaTenel PyHera. Mexay TeM, NOMHUMO OIFPOMHOIO KOJMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U MpoOjeMbl. DTa MaMsATKa JOJKHA MOMOYb Tebe 0e3011acHO
HaXOJUThCS B CETH.

KommnsrorepHbie BUPYChI

KoMmnbroTepHslil BUPYC - 3TO pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOIPAMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBISIETCSI CHOCOOHOCTh K Pa3MHOXKEHHUIO. B jomonmHeHme k 3TOMY,
BHUPYCHI MOT'YT OBPEJUTH UJIU MOJHOCTHIO YHUUYTOXKUTH BCE (Daiiiibl U TaHHBIE, TOJKOHTPOJIbHbBIE
MI0JIb30BATENI0, OT UMEHHU KOTOPOT0 ObLIA 3allyllleHa 3apaKeHHAs IPOrpaMMa, a TAKKe MOBPEIUTh
WIHM JJa)Ke YHUUYTOKUTh OINEPAIMOHHYI0 CUCTEMY cO BceMHM (haiimamu B 1einoM. B GonpiinHcTBE
CIIy4aeB PacIpOCTPAHSAIOTCSA BUPYCHI Y€PE3 UHTEPHET.

MGTO)II)I 3aI0UTBI OT BPCIOHOCHBIX IMPOrpaMm:

1. Vcnonb3yil cOBpeMEHHbIE OIEpallMOHHbIE CHUCTEMbI, UMEIOIINE CEePhEe3HBbIH YpPOBEHb
3alUTHI OT BPEJOHOCHBIX IPOTPaMM;

2. TlocrostHHO ycTaHaBiuMBail mauTu (LUGPOBbIE 3aIUIATKH, KOTOPbIE ABTOMATHYECKH
YCTaHABIIMBAIOTCS C 1B JOPaOOTKU MPOrpaMMbl) U Apyrue OOHOBIIEHUS CBOEH OIepaliioHHON
cucteMbl. CkaumBail UX TOJIbKO ¢ odummanpHOro caita paspadorunka OC. Ecnu cymiecTByer
PEKUM aBTOMATHYECKOI0 OOHOBJIEHHUS, BKJIFOUH €T0;

3. PaGoraii Ha CBOEM KOMIIBIOTEPE MO/ MPaBaMH TOJ30BaTEIIsA, a HE aJIMUHUCTPATOPA.
OTO HEe TMO3BOJHUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTrpaMM HHCTAJUIMPOBATHCS HA TBOEM
MEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yid aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAUTEIEH, C
ABTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NUECKUN JOCTYN K KOMIIbIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcrnonp3yit BHELIHUE HOCUTENU UH(OpPMAIMK, Takhe Kak (hielika, AUCK Wi (aiin u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbIBaii KOMIBIOTEPHBIC (haliIbl, TOTYUYEHHBIC U3 HEHAC)KHBIX HCTOYHUKOB. J{axe
Te (hailibl, KOTOpbIE pUCIal TBOM 3HAKOMBIH. JIydIie yTouHu y HEro, OTIpaBIIsy JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 310 He BU niepeiauu TaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIbL OpeH 1, Mapka. Eie
B 1991 rony Huaepianiackas kommanusi 3apeructpuponana Oopena "WECA", yro o6o3Hauano
cinoBocoyetanue "Wireless Fidelity", koTopslii mepeBoauTcs kak "GecnpoBoiHas TOUHOCTD'.

Jlo Hamero BpeMeHM Joluia JApyras abOpeBuaTypa, KOTOpas SIBJISETCS TakoW ke
TexHosorueil. 1o abopesuarypa "Wi-Fi". Takoe Ha3BaHMe OBIJIO JaHO C HAMEKOM Ha CTaHIApPT
BbIciIell 3BykoBoii TexHuku Hi-Fi, uto B mepeBose o3HayaeT "BbICOKas TOUHOCTD'.

Ja, OecrutaTHBIH MHTEPHET-IOCTYI B Kade, OTeIsIX M a’poroprax sBISETCS OTIMYHON
BO3MOYKHOCTBIO BBIX0/]a B HHTEpHET. HO MHOTHE 3KCIIEpTHI CYUTAIOT, 4TO 001menocTynHbie Wi-Fi
CeTHU He SIBISIOTCS 0€30MaCHBIMU.



CoBeTtbl 110 O€30MacCHOCTH pabOThI B 001Ie0CTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JmuHyr0 HHpOpManuio yepe3 obmenoctymabie Wi-Fi cern.
Pabortas B HHUX, KCJIATCJIbHO HC BBOAUTD IMAPOJIA AJOCTYIIA, JIOTUHBI 1 KAKUC-TO HOMEPA,

2. Wcnonk3yit 1 OOHOBISH aHTUBUPYCHBIE MPOTpaMMbI U OpaHamayep. Tem cambIM Th
obe3onacuib ce0st OT 3aKa4KK BUPYyca Ha TBOE YCTPOICTBO;

3. Ilpu wucnonws3zoBanun Wi-Fi orkmioun ¢ynkmuio "OOmuit goctyn kx ¢aiiam u
npuHrepam". JlanHas (yHKUMSA 3aKpbITa 10 YMOJIYAHHUIO, OJHAKO HEKOTOPBIE I10JIb30BATENN
aAKTUBHUPYIOT €€ JUIs y100CTBA UCITOJIB30BAHUS B paboTe Win y4eoe;

4. He ucnone3yit nmyOnanunbiii WI-FI uig nepenaum nAuUYHBIX JaHHBIX, HAOpuUMep s
BBIX0/1a B COLIMAJIbHBIE CETH WUJIU B AJIEKTPOHHYIO IIOUTY;

5. Ucnonw3yit Tonpko 3amuineHHoe coenuHenue uyepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBoAM UMEHHO "https://";

6. B moOunbHOM Tenedone otkimoun pynkuuio "[oakarouenne k Wi-Fi aBromatnueckn".
He nonyckail aBToMaTudeckoro noaxiItoueHust yerpoicrsa k cetsim Wi-Fi 6e3 TBoero cornacusi.

ConuansHble ceTU

CormanbHble CETH aKTUBHO BXOJAT B HAIlly )KM3Hb, MHOTHE JIIOAU PaOOTAIOT U KUBYT TaM
nocrosinHo, a B Facebook yxke 3apeructpupoBaH MUJLTHAp] YEJIOBEK, YTO SIBISIETCS OIHOMN
CelbMOM BceX JKHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO MH(popMaius,
pa3MelieHHasl UMU B COIMANIBHBIX CETSIX, MOXET ObITh HaliJleHa U MCIOJb30BaHa KEM yrOJIHO, B
TOM YHCJIe He 0053aTeNIbHO ¢ OJaruMu HaMepEeHHUSIMH.

OCHOBHBEIE COBETHI 110 OE30IIaCHOCTH B COMaJIbHBIX CETAX:

1. Orpannyb cnucok Apy3eil. Y TeOs B Ipy3bsiX HE JOJDKHO OBITH CIyYalHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3amuiai cBOIO YaCTHYIO JKU3Hb. He yka3piBaii mapoiu, TenedoHsl, agpeca, 1aTy TBOETO
POXKICHUS U APYTYIO JIMYHYIO HMH(OpMannio. 3M0YMBIIIJICHHUKA MOTYT HCIIOJNb30BAaTh JaKe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTEININ IUIAHUPYETE IPOBECTH KAaHUKYJIbI;

3. 3amuinaii CBOIO permyTanuio - AepKHU ee B YUCTOTE U 3a/aBail cebe Bompoc: Xxoren Obl
ThI, YTOOBI JpyTHe MOJIH30BATENIN BUACIH, YTO Thl 3arpyxaems? [logymail, mpexae 4em 4To-To
OITy0JIMKOBATh, HAMKCATh U 3arPy3UTh;

4. Ecin ThI ropopuuib € JIFOAbMH, KOTOPLIX HEC 3HACIIb, HC HCHOJIB3y1>i CBOC pCaJIbHOC UM
" JPpYTr'yro JUYHYIO I/IH(bOpMaI_[I/II/Ii M, MECTO KHUTCIILCTBA, MECTO y‘le6LI " IIpoUce;

5. U36eraii pazmemnienus ¢pororpaduii B IntepHere, r1e Thl U300pa’keH Ha MECTHOCTH, 110
KOTOPOU MOXHO OMPEeTUTh TBOE MECTOMOIOKEHHUE;

6. HpI/I perucrpanuu B COIIMAIbHOM CeTHu HeO6XO,Z[I/IMO HCIIOJIB30BATh CJIOXKHBIC ITapOJin,
COCTOAIIUC U3 6yKB u I_II/I(i)p " C KOJITMYCCTBOM 3HAKOB HE MCHCC 8;

7. i colManbHOM CEeTH, TOYTHI M JPYTHX CAWTOB HEOOXOJMMO HCIIOJIB30BATh Pa3HbIC
naposii. Toraa eciiu Te0sl B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKH TOJyYaT JAOCTYI TOJIBKO K OJHOMY
MECTY, a He BO BCE cpasy.

aﬂeKTpOHHLIC JACHbI'N



DJNEeKTPOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIA Croco0 IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT HOJIYYUTH 3THU ACHBIU.

SHGKTpOHHBIe JCHbI'M IMOABUJINCH COBCEM HCIAaBHO M MMCHHO HM3-3a 3TOI'O BO MHOT'HMX
rocygapcrBax A0 CUX IOP HEC HNPOIHUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QyHKIMOHUPYIOT M O HUX YK€ IIPOIUCAHO B 3aKOHE, TJIe UX pa3eisioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBbIE. Pa3HuIa B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercs MPOBOAWUTH Onepannud 0e3 WACHTU(HUKAIMHM T0JIb30BaTeNs, a B
HEAHOHUMHBIX UACHTU(HUKAINS OJIH30BATENS ABISIETCS 0053aTEIbHOM.

Taxxke crnenyer pazauyarh 3JEKTPOHHbIE (UATHBIE JIEHBI'M (PaBHbI T'OCYIapPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHbIE HE(UATHBIE AEHBI'U (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 OE30MaCHOI paboTe C AIEKTPOHHBIMU JIEHbIAMHU:

1. IIpuBsbku K cueTy MOOWIBbHBIN TenedoH. DTO caMblil yA0OHBIH M OBICTPBIN CHIOCOO
BOCCTAaHOBUTH JOCTYN K cuery. [IpuBsi3aHHbIi TenedoH IMOMOXKET, eciau 3alyJlellb CBOMN
IJIATEeKHBIN MapoJib WK 3aiJeNIb HAa CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnionb3yit omHOpa3oBeie mapoin. [locne nmepexoaa Ha yCHIICHHYIO aBTOpU3AIUIO TeOe
yxKe He OyJIeT yrpoKaTh OMacHOCTh KPaki WITM TIepeXBaTa IJIaTeKHOTO TMapoJs;

3. BeiOepu cioxHbIN napods. [IpectynHukam OyieT He MpOCTO yraaaTh CIOKHBIN MapoJb.
HanexHble mapoau - 3TO mapoiu, KOTOpbIE COJAEPKAT HE MEHEe 8 3HAKOB M BKIKOYAIOT B ceOs
CTPOYHBIE U MPOMHUCHBIE OYKBBI, U(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0J1apa, pyHTa,
BOCKJIMIIATENIbHBIH 3HaK 1 T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JTMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEILIb.
DJIEKTPOHHAs 1MOYTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTaBISIEMbIE €10 YCIYTH MO TEPEChUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOILIEHUH, KOTOpbIE pacHpeleNsioTcs B KOMIIBIOTEPHOM CeTH.
OO6b14HO AIIEKTPOHHBIN MOYTOBBIN SALTUK BBITJISLAUT CJIETYIOIIUM oOpazom:
UMs_TIONIb30BATENS(@UMS_JIOMEeHa. Takke Kpome IepeJayd MpOCTOro TEeKCTa, HMeeTcs
BO3MOXHOCTH TiepeiaBaTh (ailibl.

OCHOBHBIE COBETHI 110 O€30TaCHOM PadOTe ¢ AMEKTPOHHOH MOYTOM:

1. Hamo BBIOpaTh MpaBWIIBHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CcTh OrpOMHBIN BHIOOD
OecCIJIaTHBIX MMOYTOBBIX CEPBHCOB, OJJHAKO Jy4Ille JOBEPATh TEM, KOI'O 3HACIIb U KTO MEPBBIN B
peuTuHre;

2. He yka3piBail B JIMYHOM moute juuyHyro MHpopManuio. Hanpumep, nyuiie BbIOpaTh
"My3bIKanbHBINA _(aHaT@" wim "pok2013" BmecTo "Temal3";

3. Wcnonp3yi JBYXATAIHYIO aBTOPHU3AIMIO0. DTO KOTJIa IOMUMO MapoJjsi HYKHO BBOJUTH
KOJ, IpUChIIaeMblit o SMS;

4. BbiOepu crnoxHbIM Mapoib. (s KaXkA0ro MOYTOBOrO SIMKA JIODKEH ObITh CBOM
HAJICKHBINM, YCTOMUYMUBBINA K B3JIOMY 1apOJIb;

5. Ecnu ecTb BO3MOXHOCTh HaIlUCaTh CAMOMY CBOW JIMYHBIM BOIIPOC, UCHOJIB3YH ITY
BO3MOYKHOCTD;



6. Vcronb3yli HECKOJBKO IOYTOBBIX SILIUMKOB. [lepBbIil A 4YacTHOM NEPENUCKH C
azipecaTaMM, KOTOPBIM Thbl JOBEpSAELIb. JTO 3JIEKTPOHHBIM aJpec HE HAaJ0 HCIOJb30BaTh IPH
peructpanuu Ha popymax U caiTax;

7. He oTkpbIBaii Gailyibl U ApyTUe BIOKEHUS B MUCbMaX, Ja)Ke €CIIM OHU MPUIILIIU OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (paiiisr,

8. [Tocne okoHYaHUs paOOThI HA TIOYTOBOM CEpPBHCE TIEPE]] 3aKPHITUEM BKIIAJIKU C CAHTOM
He 3a0y1p HaxxaTh Ha "BeritTn".

KubepOyuiiHT Wi BUPTYaIbHOE U3/IeBATEIHCTBO

KubepOymuHT - mpecieloBaHue COOOIICHUSIMH, COICPIKAUMU OCKOPOJICHHUS, arpecCulo,
3allyTMBaHUC,; XYJIHUTaHCTBO, COUAILHOC 60ﬁKOTHp0BaHHC C MOMOIIBIO pPa3JIMYHbIX MHTCPHECT-
CEPBHCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYIUIMHIOM:

1. He 6pocaiics B 60it. JIyumnii cnoco0: mOCOBETOBATHCS Kak ce0si BECTH M, €CJIH HET TOTO,
K KOMY MOXHO O6paTI/ITI>C$I, TO BHaA4YaJIC YCIIOKOUTHCA. Eci TBI HayHemb oOTBEYaTh
OCKOpPOJIEHUSIMHU Ha OCKOPOJICHUSI, TO TOJIBKO e1ie OOJIbIIE pa3oskiKenb KOH(IHKT;

2. Ypasisiii cBoelt kubeppernyTaluei;

3. AHOHUMHOCTH B ceTd MHHUMAas. CyIIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCcTH XYyJUTAaHCKHN 00pa3 BUPTyaJbHOH XU3HU. VIHTepHET PUKCHpPYET BCE
TBOM JICUCTBUSI M COXPAHSICT UX. Y JAINUTh UX OyJET KpaitHe 3aTpy AHUTEIIBHO;

5. Cobmnromaii CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit equHn4HBIN HeraTuB. OTHOPA30BbIE OCKOPOUTEIBHBIC COOOIIEHHUS JTyUIIe
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcs: Ha Ha4albHOM cTaauH;

7. ban arpeccopa. B [mporpammax oOMeHa MIHOBEHHBIMU COO6H.I€HI/IHMI/I, B COMAJIbHBIX
CCTAX €CTh BO3MOXXHOCTD 6J'IOKI/Ip0BKI/I OTIIPAaBKH COO6H.[€HI/II71 C OIIPEACIICHHBIX aApPECOB;

8. Ecmm Te1 cBumerens kuOepOymimHra. TBom JEHCTBUS: BBICTYNIUTH IIPOTHUB
mpecieoBarensi, MoKa3arb €My, 4TO ero JeHCTBHUS OLEHUBAIOTCS HEraTUBHO, IMOJAJCPKATh
KEPTBY, KOTOPOI Hy»KHA IICUXOJIOIMYECKas [IOMOIIb, COOOIIUTD B3POCIBIM O (DaKTe arpecCUBHOIO
MIOBE/ICHUS B CETH.

MoOwunbHbBIN TenehoH

CoBpemeHHbIE CMapT(OHBI U TIAHIIETHI COJIEPKAT B ce0e BIOIHE B3POCIbIi PyHKIIMOHA,
U Temepb OHU MOTYT KOHKYPHPOBATh CO CTAallMOHAPHBIMU KommbioTepamu. OIHAKO, CPEICTB
3aIUTHI AJ1s TOJOOHBIX YCTPOICTB MOKa OYeHb Maio. TeCTUPOBAaHUE U TIOUCK YSI3BUMOCTEH B HUX
MPOUCXOUT HE TaK MHTEHCHBHO, Kak /st [1K, To sxe camoe kacaeTcs 1 MOOUIIBbHBIX MPUITIOKESHHI.

COBpeMeHHLIC MOOUJIbHBIE 6pay3epbl YKC NPAKTUYCCKU JOTHAJIM HACTOJIBHBIC aHAJIOTH,
OOHAKO pPaCHIUMPCHUC (I)YHKI_II/IOHaJ'Ia BIICUET 3a COO0OM 6OJ'ILIJ_IYIO CJIO)KHOCTL W MCHBIIYIO
3alIUIICHHOCTD.

I[anelco HC BCC NMPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'ICHI/I$I, 3aKPbIBAOIINEC KPUTHUYCCKUC
YA3BUMOCTHU UIA CBOUX YCTpOﬁCTB.



OcHoBHBIE COBETHI /17151 0€30MaCHOCTH MOOMITBHOTO TenedoHa:

Hugero He sBnsieTcst mo-HacrosimeMy OecruiaTHbIM. Byab ocTOpoXxeH, BeAb Korjga Tebde
mpeiaraT OecIIaTHRI KOHTEHT, B HEM MOTYT OBITh CKPBITBI KAKUE-TO TIATHBIE YCIIYTH;

Hymaii, mpexe uem otrpaBuTh SMS, ¢poTo mim Buaeo. Thl TOYHO 3HACIIb, T OHU OYIyT
B KOHEYHOM HUTOre?

Heo6xommumo 0OHOBIISATE OMEPAIMOHHYIO0 CUCTEMY TBOETO CMapT(OHa;
Wcnonp3yii aHTUBUPYCHBIE TIPOTPaMMBI U1 MOOMJIBHBIX TeNIC(OHOB;

He 3arpy>1<a171 MPUIIOKCHUSA OT HCHU3BCCTHOI'O HMCTOYHHKA, BECAb OHHM MOT'YT COJACPIKATH
BPCAOHOCHOC MMPOrpaMMHOC 06€CHC‘ICHI/I€;

[Tocne Toro kak Thl BbIEIIb C caiiTa, IJie BBOAWI JMYHYIO HH(OpMaluio, 3aiiu B
HacTpOUKHM Opay3epa u yaanu cookies;

[Iepnonnuecku npoBepsii, Kakue IUIaTHbIE YCIYI'M aKTUBUPOBAHbBI HA TBOEM HOMEpE;

JaBaii cBoif HOMEp MOOUIIBLHOrO TesnedoHa TOJIBKO JIOJIIM, KOTOPBIX Thl 3HAEUIb U KOMY
JIOBEpSieIIIb;

Bluetooth momken ObITH BBIKIIOYEH, KOT/Ia Thl UM HE MOJb3yelnbes. He 3a0biBaii nHOT 1A
MPOBEPATH ATO.

Online urpsi

CoBpeMeHHbIE OHJAHH-UTPBI - 3TO KpacoyHble, 3aXBaThIBAIOIIME pPa3BIICUCHMUS,
00BbEeIMHAIONINE COTHU ThICAY YENIOBEK MO BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHP,
o0IIat0TCs IPYT € APYTOM, BBITIOJHSIOT 3aJJaHUsI, CPAXKAIOTCS C MOHCTPAMU U MOJIY4aroT OMbIT. 3a
YAOBOJIbCTBHE OHHU ILIATAT: MOKYIMAIOT AUCK, OMJIAUYMBaIOT aDOHEMEHT WM MPUOOPETAIOT KaKkue-
TO OILUH.

Bce atu cpenctBa uayT Ha TOJAEpKaHME W Pa3BUTHE WIPhl, a TaKXKe Ha camy
0€301acCHOCTh: COBEPIIECHCTBYIOTCSI CHUCTEMbl AaBTOPH3AIL[MHU, BBIMYCKAIOTCSI HOBBIE IAaTYU
(urdpoBkIe 3amIaTKy Ui TPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX Urpax CTOMT oOIlaCcaTbCsd HE CTOJIBKO CBOHMX COIICPHHKOB, CKOJIBKO KpaXu
TBOCTO IIapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOPU3allhu1 0O0JIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO HUI'POBOI'O aKKayHTaA:

1. Ecnu npyroii urpok BeneT cedsl MI0X0 WM CO3aeT Te0e HeMPUATHOCTH, 3a0IOKUpYH
€ro B CIIMCKE UTPOKOB;

2. Homanyﬁca AJIMUHUCTpPATOPAM HUI'PbI HA IIJIOXOC ITIOBECACHUC 3TOT'0 UI'POKA, KEJIATCIIbHO
IPUITOKUTD KaKHC-TO JOKA3aTCJIbCTBA B BUIC CKPHHOB,

3. He yka3bIBaii TMuHyto nHGOpMaLuio B mpodaiiae urpsl;
4. YBaxkail Ipyrux y4acTHUKOB 110 UI'PE;
5. He ycranaBnuBaii HeouIManbHbIE TATYU U MOJIBI;

6. Vcrionp3yii CI0KHBIE M pa3HBIE N1apOJIH;



7. Jaxe BO BpeMs UIPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. Iloka Tl urpaeums, TBON
KOMIIBIOTEP MOTYT 3apa3UTh.

OUImUHT WIn Kpaxa JMYHBIX JaHHBIX

OOBIYHOM Kpaxkell JeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBUIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHIA 3JIOYMBIIUICHHUKNA [EPEMECTUINCh B HMHTEPHET, W IPOJOJDKAIOT
3aHUMATHCS "TTFOOUMBIM" AEJIOM.

Tak mosiBMIIacCh HOBasi yrpo3a: MHTEPHET-MONICHHUYECTBA WM (UIIWHT, TIaBHAS IIETh
KOTOPOTO COCTOMT B IOJIyY€HHH KOH(HUICHIMATHHBIX JAaHHBIX IIOJIb30BATENCH - JIOTMHOB H
naposieii. Ha anrnmuiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas jg0Bm,
password - mapoJs).

OcHOBHBIE COBETHI 110 6OPHOE C PUIIMHTOM:

1. Crienn 3a cBOMM akkayHTOM. Ecin TeI moo3peBaelib, 4To TBOSI aHKeTa ObLIa B3JIOMaHa,
TO HEOOXOAMMO 3a0J0KHPOBATh €€ U COOOLIUTh aAMMHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpeEe;

2. Ucnonw3yii 6e3omacHbie BEO-CaThI, B TOM YHCIIE, HHTEPHET-Mara3nHOB U MOMCKOBBIX
CHCTEM;

3. Ucnonw3yii ClOXHBIE U pa3Hble Mapoiau. Takum oOpa3oM, ecid TeOs B3JIOMAloT, TO
3JIOYMBIIIJICHHUKHW ITOJIYYaT AOCTYII TOJIBKO K O/JTHOMY TBOEMY HpOCbI/IJ'IIO B C€TH, 4 HEC KO BCEM;

4. Ecnu Tebst B3oMalu, TO HEOOX0AUMO MPEeAyNpeauTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
n00aBIICHBI Y T€0sI B IPY3bAX, O TOM, YTO T€OS B3JIOMAIHA M, BO3MOXHO, OT TBOETO UMEHH OYJIET
paccbUIaThCs CliaM U CChUIKU Ha (PUIIUHTOBbIE CalThI;

5. YcranoBu HagexHbIi mapostb (PIN) Ha MoOubHBIN TenedoH;
6. OTKII0YM COXpaHEHUe mapoJsi B Opaysepe;

7. He oTkpbIBaii ¢ailsibl U Apyrue BIOKEHHUS B IMUCbMaX, Aa)K€ €CIIU OHU MPHILLIN OT TBOUX
npy3eit. Jlydile yTouHd y HUX, OTHPABIISIIA JTU OHU TeOe 3TH (Paiiibl.

Hudposas penyranus

Hudposas pemyTanus - 5T0 HeraTUBHAas WU MO3UTHBHAs WUH(Opmalus B ceTu o Telde.
Kommpomerupyromas nadopmanus, pa3MenieHHas B UHTEPHETE, MOXKET CEepPhe3HbIM 00pa3zoM
OTpa3uThCs Ha TBOeW peanbHON xu3HU. "lludpoBas penyranusa" - 5T0 TBOM UMHIK, KOTOPBIN
dbopmupyercs uz napopmaiuu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, yqe6H, TBOC (1)I/IHaHCOB06 ITOJIOKCHUC, 0COOEHHOCTH XapakKTepa
" paCCKas3bl O OJIM3KHX - BCE OTO HAKAIIMBAETCS B CETH.

MHorue moJpoCTKH JIETKOMBICJIEHHO OTHOCSTCS K MyOIMKalUy JTUYHON MH(pOpPMALUU B
WHTepHeTe, He TOHMMAas BO3MOXKHBIX IIOCIEACTBUN. ThI Aa’ke HE CMOXKEIb 10rajaTbCsi O TOM, YTO
¢dororpadus, pasmerieHHas 5 JIeT Ha3a[, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pazmenienne TBoux Gororpaduii u Apyrue AecTBUS MOTYT HE UCUE3HYTh
Jla’ke MOCJIe TOT0, KaK Thl UX yJalHIb. Thl HE 3Haellb, KTO COXPaHMII ATy WH(OpMAIIKIO, Morana
U OHa B TOWCKOBBIE CHUCTEMBl M COXpPAHWIACh JIU OHA, a IJIABHOE: YTO MOAyMaloT o Tebe
OKpY>KaroIlllue JIIOJIM, KOTOPhIe HAMIYT M yBUAAT 3T0. HaiiTu nHpOpMalmo MHOTO JIeT CIyCTs
CMOKET JIF000H - KaK U3 JOOPhIX TOOYKISHUI, TaK ¥ C HAMEPEHHEM IPUYUHUTH Bped. ITO MOKET
OBITH KTO YTOJHO.



OcHOBHBIE COBETHI 1O 3aIIUTE U(PPOBOI pemyTalyu:

1. Tlogymaii, mpexxae 4eM 4YTO-TO MyOJIMKOBAaTh W IepenaBarh y cedst B OJiore Wiu B
COLIMAJIbHOM CETH;

2. B HacTpoiikax nmpoduis ycTaHOBU OIpaHHUYEHHS Ha MPOCMOTP TBOETO MPOQMIIS U €ro
COJIEP’KUMOT 0, CJIesIail ero TOJIbKO "I apy3en'”;

3. He pa3memniaii u He yka3bIBail HHPOPMAIIHIO, KOTOPAst MOXET KOT0-TH0O0 OCKOPOIISATH
WU 00MIKATh.

ABTOpCKOE ITpaBo

CoBpeMeHHbIE IIKOJILHUKY - aKTUBHBIE MTOJIb30BATENH IIU(PPOBOro mpoctpancTsa. OHaKO
JaJIeKO HE BCE 3HAIOT, YTO TOJH30BAaHUE MHOTUMHU BO3MOXKHOCTSMH ITU(PPOBOTO Mupa Tpedyer
cOOJTI0/IeHUS MPaB Ha UHTEIJUICKTYJIbHYIO COOCTBEHHOCTb.

TepMuH "uWHTEMIEKTyallbHas COOCTBEHHOCTb" OTHOCUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOI'0 yMa, HaUMHAasl C HOBBIX M300pETeHNI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIYyTH, M 3aKaHuuBas KHUramu, ¢ortorpadpusMu, KUHOPUIBMAMU U
MY3bIKQIbHBIMU POU3BEICHUSIMMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha NMPOU3BEACHUS
HayKH, JUTEPaTypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B KaUeCTBE TapaHTUU TOT'O, YTO
MHTEJJIEKTyalIbHbII/TBOPUYECKUI TPy aBTOpa He OyJeT HalpacHbIM, JAacT €My CIpaBe/INBbIE
BO3MOXHOCTH 3apa0O0TaTh Ha pe3ysibTaTax CBOErO TPy, MOJYYUTh U3BECTHOCTh U MpPU3HAHUE.
Hukro 6e3 paspernienust aBTopa He MOKET BOCIIPOU3BOAUTD €r0 IPOU3BE/IEHUE, PACIIPOCTPAHSATD,
myOJMYHO JEMOHCTPUPOBATH, MpPOJaBaTh, HUMIIOPTUPOBATH, IMyCKaThb B MPOKAT, IMyOJIUYHO
UCIOJIHATH, TTOKAa3bIBaTh/UCIIONHATH B 3(upe Ui pazMemaTs B IHTepHeTe.

Hcnons3oBanue "mupaTckoro” mporpaMMHOTO OOECIICYCHHSI MOXKET TIPUBECTH K MHOTHUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM 10 OJOKHpPOBKM TBOETO YCTpOICTBa, Tie
yCTaHOBJIEHA HeleranbHas nporpamma. He ctouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JierajabHbIE
u OecriaTHbIE TPOrPaMMBbl, KOTOPHIE MOXKHO HAMTH B CETH.

O noprane

CereBU4oOK.pp - TBOW TJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOXKEIIb Yy3HATh O
0€30M1acHOCTH B CETH MOHATHBIM U JIOCTYIIHBIM $I3bIKOM, a MPU BO3SHUKHOBEHHH KPUTHUECKOI
CUTyalluu oOpaTUTbCA 3a COBETOM. A TakKe MPHUHITHh y4dacTHe B KOHKypcaxX U CTaThb CaMbIM
M (POBBIM TPk IaHUHOM !



